
OVERVIEW

Threat Modeling

CrossCountry’s approach is based on the attack chain principle and incorporates industry best practices to include the MITRE ATT&CK framework, NIST 800-53, and 
Lockheed Martin’s Cyber Kill Chain. The outcomes of threat modeling, via collective wargaming, are evidence-based actions that strengthen the organizational security 
posture. Given the need to keep up with the ever-changing threat landscape, we train your staff throughout your project to sustain this capability for routine assessments.

•	 Provide executive debrief, 
including high-level results, 
key information, and 
prioritized action items

TRACK

Create prioritized action list 
with wargame outcomes and 

mitigation details

•	 Hold a workshop to include 
key subject matter experts 
from your organization to 
review and validate the 
content

•	 Ensure our initial analysis 
of the residual risks and 
recommended mitigations 
reflect the current state of the 
network

•	 Collect feedback to fine tune 
the details within the matrix

WARGAME

Reach consensus on residual 
risks and mitigations during 

the wargame workshop 

•	 Map the offensive and 
defensive details within a 
threat model matrix

•	 Translate the offensive 
activities into MITRE 
ATT&CK techniques and 
identify the existing security 
controls that best mitigate 
each technique

•	 Conduct a risk analysis for 
each attacker technique and 
corresponding defensive 
security control to determine 
residual risks and possible 
mitigation actions

MAP

Map scenario details to MITRE 
ATT&CK framework and the 

threat model matrix 

•	 Hold interviews and review 
documentation to understand 
the current security posture 
of the targeted critical asset

•	 Construct a detailed threat 
story following a custom 
adversary attack chain

•	 Document the defensive 
technologies that might deny 
or detect adversarial activity 
within the context of the story

DEFINE

Define scenario details and 
adversary attack chain

•	 Collaborate with the client 
to decide the scope of the 
threat modeling project and 
subsequently co-create a 
high-level threat scenario 
(i.e., story) that will guide 
the future threat modeling 
activities

SCOPE

Create high-level threat 
scenario summary
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DEFINE

A realistic 12-part attack scenario based on the twelve 
MITRE ATT&CK techniques, CrossCountry’s threat 
intelligence program, and CrossCountry’s adversary 
emulation experience.
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MAP

A threat model matrix, containing the modeled adversary’s tactics and techniques, 
current client countermeasures, and level of residual risk.

OUTPUT EXAMPLES

TRACK

A high-level executive summary, prioritizing the attacker tactics with high 
levels of residual risk and those where additional mitigating actions could 
significantly lower those levels of risk.
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